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1. Management’s statement 
 

Fortes Nordic A/S processes personal data on behalf of our costumers, who act as data controllers with reference to 

the data processing agreements. 

 

The accompanying description has been prepared for the data controllers, who uses Fortes Nordic A/S’ Project and 

Portfolio Management, and who has a sufficient understanding to consider the description along with other 

information, including information about controls operated by the data controllers themselves in assessing whether 

the requirements of the EU Regulation on the protection of natural persons with regard to the processing of personal 

data and on the free movement of such data (hereinafter “the Regulation) have been complied with. 

 

Fortes Nordic A/S uses Microsoft as a sub-processor for the hosting, web and services applied. The report uses the 

carve-out method and does not include control objectives and related controls performed by Microsoft. 

 

Fortes Nordic A/S confirms, that: 

 

a) The accompanying description, in section 2, provides an accurate description of Fortes Nordic A/S Project 

and Portfolio Management, that processes personal data for data controllers covered by the Regulation as 

per May 4th 2026. The criteria used in making this statement were that the accompanying description: 

 

(i)  Presents how Fortes Nordic A/S systems were designed and implemented, including:  

 

• The types of services provided, including the type of personal data processed; 

 

• The procedures, within both information technology and manual systems, used to initiate, 

record, process and, if necessary, correct, delete and restrict processing of personal data;  

 

• The procedures used to ensure that data processing has taken place in accordance with 

contract, instructions or agreement with the data controllers; 

 

• The procedures ensuring that the persons authorized to process personal data have 

committed to confidentiality or are subject to an appropriate statutory duty of 

confidentiality; 

 

• The procedures ensuring upon discontinuation of data processing that, by choice of the 

data controller, all personal data are deleted or returned to the data controller unless 

retention of such personal data is required by law or regulation; 

 

• The procedures supporting in the event of breach of personal data security that the data 

controller may report this to the supervisory authority and inform the data subjects; 

 

• The procedures ensuring appropriate technical and organisational safeguards in the 

processing of personal data in consideration of the risks that are presented by personal 

data processing, such as accidental or unlawful destruction, loss, alteration, unauthorized 

disclosure of, or access to, personal data transmitted, stored or otherwise processed; 

 

• Controls that we have assumed would be implemented by the data controllers and which, 

if necessary in order to achieve the control objectives stated in the description, are 

identified in the description; 

 

• Other aspects of our control environment, risk assessment process, information system 

(including the related business processes) and communication, control activities and 

monitoring controls that are relevant to the processing of personal data;  
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(ii) Does not omit or distort information relevant to the scope of the service being described for the 

processing of personal data while acknowledging that the description is prepared to meet the 

common needs of a broad range of data controllers and may not, therefore, include every aspect of 

the service that the individual data controllers might consider important in their particular 

circumstances. 

 

b) The controls related to the control objectives stated in the accompanying description were suitably designed 

and implemented as per May 4th 2026. The criteria used in making this statement were that:  

 

(i) The risks that threatened the achievement of the control objectives stated in the description were 

identified;  

 

(ii) The identified controls would, if operated as described, provide reasonable assurance that those risks did 

not prevent the stated control objectives from being achieved; and  

c)  Appropriate technical and organizational safeguards were established and maintained to comply with the 

agreements with the data controllers, sound data processing practices and relevant requirements for data 

processors in accordance with the Regulation. 

 

 

 

 

 

 

 

Odense, May 4th 2026 

Fortes Nordic A/S  

 

 

Karsten Ley Poulsen 

Managing Director 
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2. Description of Processing 

 
2.0 About Fortes Nordic A/S 

Fortes Nordic A/S is a Danish software company specializing in project and portfolio management solutions. One of the 

company’s product for Project and Portfolio Management, Fortes Fortes Nordic (hereinafter “Fortes Nordic”), is a cloud-

based platform designed to help organizations plan, execute, and monitor projects efficiently.  

 

2.1 Introduction 

The purpose of this description is to provide information to customers of Fortes Nordic A/S and their auditors regarding 

compliance with ISAE 3000 (the international standard for assurance engagements other than audits or reviews of histori-

cal financial information) and the General Data Protection Regulation (GDPR). 

 

This document describes the technical and organizational measures implemented in connection with the operation of the 

SaaS solution Fortes Projectflow. It also provides information about the controls applied in the operation of Fortes Nordic 

and how they are implemented. 

 

2.2 Projectflow Platform 

Fortes Nordic A/S’s processing activities consist of developing, operating, and distributing Projectflow as a “Software as a 

Service” (SaaS) solution, as well as providing related consulting services for implementation. 

 

2.2.1 Fortes Nordic Description 

Fortes Nordic A/S serves a wide range of clients across the Nordic region. Fortes Nordic supports Project and Portfolio 

Management (PPM), Resource Management, and Time Registration. 

 

2.2.2 Basis for Processing 

When delivering Fortes Nordic, Fortes Nordic A/S processes personal data as a data processor on behalf of the customer, 

who acts as the data controller. The processing is carried out in accordance with applicable laws and the data processing 

agreement concluded with the customer. 

 

The customer is typically a self-governing/private institution, public authority, municipality, or private company. The data 

processing agreement and its appendices describe the services, types of personal data processed, and the data controller’s 

instructions. 

 

2.3 Nature of Processing 

 

Fortes Nordic A/S’s processing on behalf of the data controller primarily involves: 

•  Authentication of users 

•  Assignment and display of roles on projects, as well as immediate manager and department affiliation 

•  Track which users have created and updated information in the system over time. 

 

The personal data processed is general (non-sensitive) personal data, including identification information such as: 

•  Name 

•  Picture 

•  Phone number 

•  Email address 

•  Department 

 

For some customers, processing also includes time registration and absence registration (e.g., hours on holiday or sick 

leave). 

 

2.4 Personal Data 

Track which users have created and updated information in the system over time. 

•  Name and surname(s) 

•  Employee ID 

•  Email address 

•  Telephone number 
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•  Workplace 

•  Time registrations 

  

Categories of data subjects: 

•  Employees 

•  Partners/External collaborators 

 

2.5 Practical Measures 

Fortes Nordic A/S has established responsibility and organization for information security at the highest level, with the CEO 

and Head of Consulting & Operations jointly serving as the responsible security officers. They are tasked with preparing, 

implementing, and monitoring internal procedures and data protection policies, as well as conducting employee training. 

 

Key measures include: 

 

•  Information security policy 

•  IT security manual 

•  IT security guidelines 

•  Information Security Forum (for high-level principal decisions) 

•  Change management 

•  Incident management 

•  Awareness training 

 

Technical and organizational controls include, among others: 

 

•  Pseudonymization of personal data when indicated by the nature, scope, context, purpose, and risks of the pro-

cessing 

•  Encryption of personal data based on risk assessment, with mandatory encryption for transmission of confiden-

tial/sensitive data over external links 

•  Annual risk assessments of processing systems and services, followed by appropriate technical and organizational 

mitigation measures 

•  Strict access control limited to authorized personnel with objective need, supported by regular access reviews and 

training 

•  Updated contingency plans, regular backups, and periodic testing of recovery procedures to ensure timely resto-

ration after incidents 

•  Ongoing procedures for testing, assessing, and improving the effectiveness of all technical and organizational se-

curity measures 

•  Multi-factor authentication and secure encrypted connections for internet access to systems containing personal 

data 

•  Up-to-date encryption during data transmission and at rest, in line with current industry standards 

•  Physical security of processing locations, including protection against environmental hazards and unauthorized 

access 

•  Special handling of mobile storage media (encryption, logging, restricted access, secure disposal) 

•  Secure technical controls for home/remote working, including VPN, multi-factor authentication, and employee 

instructions 

•  Comprehensive logging of all personal data processing activities, with minimum six-month retention and verifica-

tion 

•  Formal procedures for software updates, change management, separation of duties, and regular staff training on 

data protection 

•  Assistance to the data controller with data subject rights requests, breach notifications, risk assessments, and 

DPIAs 

•  Defined storage and deletion routines, with data returned or deleted upon termination as instructed 

•  Processing restricted to approved EU locations (currently Microsoft Azure in the Netherlands), with prior consent 

required for changes 

•  Appropriate safeguards for any transfers to third countries and procedures to handle and challenge third-country 

authority disclosure requests 
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2.6 Risk Assessment 

Fortes Nordic A/S has assessed the potential consequences for data subjects in terms of confidentiality, integrity, and avail-

ability when processing personal data in connection with Fortes Nordic. 

It is Fortes Nordic A/S’s assessment that the processing presents a low risk to data subjects, given the nature of the data 

and the implemented security measures. 

 

Fortes Nordic A/S conducts regular risk assessments, including: 

•  Identification and categorization of risks (likelihood and impact). 

•  Implementation of appropriate controls to mitigate risks. 

•  Support for Data Protection Impact Assessments (DPIAs) when required. 

 

2.7 GDPR & Fortes Nordic A/S’s Role and Responsibility as Data Processor 

Fortes Nordic A/S acts as a data processor when delivering Fortes Nordic to the customer (the data controller). Fortes Nor-

dic A/S supports the data controller in fulfilling its obligations regarding data subject rights. 

 

Procedures and controls have been developed in the following main areas in accordance with the General Data Protection 

Regulation: 

 

•  Processing of personal data is carried out only in accordance with the instructions received under the data pro-

cessing agreement. 

•  Appropriate technical measures have been implemented to ensure the security of processing. 

•  Appropriate organizational measures have been implemented to ensure the security of processing. 

•  Personal data can be deleted or returned upon termination of the agreement, as agreed with the data controller. 

•  Personal data is stored only for as long as agreed with the data controller. 

•  Only approved sub-processors are used, and Fortes Nordic A/S ensures adequate security through follow-up on 

their technical and organizational measures. 

•  Transfers of personal data to third countries or international organizations occur only in accordance with the 

agreement and on a valid transfer basis. 

•  Fortes Nordic A/S assists the data controller with handling data subject requests (e.g., access, rectification, eras-

ure, or restriction of processing). 

•  Security incidents are handled in accordance with the terms of the data processing agreement. 

 

Reference is also made to section 4, where the specific control activities are described. 

 

Complementary controls at the data controllers 

 

Certain controls are assumed to be implemented by the data controller and are essential for achieving the control objec-

tives stated in this description. These include, among others, that the data controller: 

 

•  Ensures that personal data is kept up to date; 

•  Ensures that the instructions provided are lawful under the applicable data protection legislation at any given 

time; 

•  Ensures that the instructions are appropriate in relation to this data processing agreement and the main service 

agreement; 

•  Ensures that the controller’s users and access rights are kept up to date. 
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3. Independent auditor’s ISAE 3000 assurance report on the description 

of controls aimed at information security and processing of personal data 
 

To the management of Fortes Nordic A/S and their customers 

 

Scope 

We were engaged to provide assurance about Fortes Nordic A/S’ description in section 2 of Project and Portfolio 

Management for processing personal data in accordance with the data processing agreement with the data controllers 

as per May 4th 2026 (“the Description”) and about the design of controls related to the control objectives stated in the 

Description. 

 

We did not perform any procedures regarding the operating effectiveness of the controls included in the description, 

and, accordingly, do not express an opinion thereon. 

 

We express reasonable assurance in our conclusion. 

 

Fortes Nordic A/S uses Microsoft as a sub-processor for the hosting, web and services applied. The report uses the 

carve-out method and does not include control objectives and related controls performed by Microsoft. 

 

Fortes Nordic A/S’s responsibility 

Fortes Nordic A/S is responsible for: preparing the Description and the accompanying statement in section 1, including 

the completeness, accuracy, and the method of presentation of the Description and statement, providing the services 

covered by the Description; stating the control objectives; and designing, implementing and effectively operating 

controls to achieve the stated control objectives. 

 

Auditor’s independence and quality control 

We have complied with the requirements for independence and other ethical requirements of the Code of Ethics for Pro-

fessional Accountants issued by the International Ethics Standards Board for Accountants, which is based on the fundamen-

tal principles of integrity, objectivity, professional competence and due care, confidentiality and professional behavior. 

 

Inforevision applies to the International Standard on Quality Management 1, ISQM 1, which requires the firm to 

design, implement and operate a system of quality management including policies or procedures regarding 

compliance with ethical requirements, professional standards and applicable legal and regulatory requirements. 

 

Auditor’s responsibilities 

Our responsibility is to express an opinion on Fortes Nordic A/S’ description and on the design of controls related to the 

control objectives stated in that Description, based on our procedures.  

 

We conducted our engagement in accordance with International Standard on Assurance Engagements 3000, “Assurance 

Engagements Other than Audits or Reviews of Historical Financial Information”, and additional requirements under Danish 

audit regulation, to obtain reasonable assurance about whether, in all material respects, the description is fairly presented 

and the controls are appropriately designed.  

 

An assurance engagement to report on the Description and the design of controls at a data processor involves performing 

procedures to obtain evidence about the disclosures in the data processor’s description of its service and about the design of 

controls. The procedures selected depend on the auditor’s judgment, including the assessment of the risks that the 

Description is not fairly presented, and that controls are not appropriately designed. An assurance engagement of this type 

also includes evaluating the overall presentation of the description, the appropriateness of the objectives stated therein, and 

the appropriateness of the criteria specified by the data processor and described in section 1.  

 

As mentioned above, we did not perform any procedures regarding the operating effectiveness of the controls 

included in the description, and, accordingly, do not express an opinion thereon. 

 

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion. 
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Limitations of controls at a data controller 

Fortes Nordic A/S’ description is prepared to meet the common needs of a broad range of data controllers and may not, 

therefore, include every aspect of the service that the individual data controller may consider important in their particular 

circumstances. Also, because of their nature, controls at a data processor may not prevent or detect personal data breaches.  

 

Opinion 

Our opinion has been formed on the basis of the matters outlined in this auditor’s report. The criteria we used in forming 

our opinion are those described in the Management’s statement in section 1. In our opinion, in all material respects: 

 

(a) The Description fairly presents the service designed and implemented as per May 4th 2026;  

 

(b) The controls related to the control objectives stated in the Description were appropriately designed as per 

May 4th 2026; and 

 

Description of tests of controls 

The specific controls tested and the nature, temporal location, and results of those tests are listed in section 4.  

 

Intended users and purpose 

This report and the description of tests of controls in section 4 are intended only for data controllers who have used 

Fortes Nordic A/S’ service, who have a sufficient understanding to consider it along with other information, including 

information about controls operated by the data controllers themselves in assessing whether the requirements of the 

Regulation have been complied with. 

 

 

Søborg, May 4th 2026 

inforevision  

statsautoriseret revisionsaktieselskab 

 

John Richardt Søbjærg Simon Okkels 

State Authorized Public Accountant Partner, Lead IT-auditor (CISA) 
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4. Control objectives, control activity, test and test results 
 

4.1 Objective and scope  

Our work has been performed in accordance with ISAE 3000, Assurance Engagements Other than Audits or Reviews of 

Historical Financial Information. 

 

Our test of the design and implementation of the controls has included the control objectives and associated control 

activities selected by the management, which are stated in section 4.3. Any other control objectives, associated controls 

and controls at Fortes Nordic A/S customers are not covered by our tests. 

 

This assurance report is prepared in accordance with the carve-out method and the description does not include control 

objectives and controls within Fortes Nordic A/S’ subcontractors and sub-data processors. 

 

 

4.2 Tests Performed  

The tests performed to evaluate design and implementation of controls are mentioned below: 

 

 

Method Description overview 

Enquiry Enquiry with appropriate personnel at Fortes Nordic A/S has been con-

ducted for all significant control activities. 

 

Enquiries have been made to obtain, among other things, knowledge and 

additional information about the policies and procedures implemented, in-

cluding how the control activities are carried out. Furthermore, to get evi-

dence of policies, procedures, and controls.  

Inspection Review and evaluation of policies, procedures and documentation that 

contain information on the performance of control activity. This includes 

reviewing and evaluating reports and other documentation to assess 

whether specific controls are designed so that they are expected to be ef-

fective if implemented. Furthermore, it is assessed whether controls are 

adequately monitored and controlled at appropriate intervals. 

Observation Observing how controls are performed. 

Re-performing control procedures The relevant control has been re-executed to verify that the control is 

functioning as expected 
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Control objective A (Instruction) 

 

Procedures and controls are complied with to ensure that instructions for the processing of personal 

data are complied with consistently with the data processing agreement entered into.   

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

A1 Written procedures exist which in-

clude a requirement that personal 

data must only be processed when 

instructions to this effect are availa-

ble. 

 

Assessments are made on a regular 

basis – and at least once a year – as 

to whether the procedures should be 

updated. 

Checked by way of inspection that 

formalized procedures exist to en-

sure that personal data are only pro-

cessed according to instructions. 

 

Checked by way of inspection that 

the procedures include a require-

ment to assess at least once a year 

the need for updates, including in 

case of changes in the data control-

ler’s instructions or changes in the 

data processing.  

 

Checked by way of inspection that 

procedures are up to date. 

No deviations noted. 

A2 The data processor only processes 

personal data stated in the instruc-

tions from the data controller. 

Checked by way of inspection that 

Management ensures that personal 

data are only processed according to 

instructions. 

 

Checked by way of inspection of a 

sample of personal data processing 

operations that these are conducted 

consistently with instructions. 

No deviations noted. 

A3 The data processor immediately in-

forms the data controller if an in-

struction, in the data processor’s 

opinion, infringes the Regulation or 

other European Union or member 

state data protection provisions. 

Checked by way of inspection that 

formalized procedures exist ensuring 

verification that personal data are 

not processed against the Regulation 

or other legislation. 

 

Checked by way of inspection that 

procedures are in place for informing 

the data controller of cases where 

the processing of personal data is 

evaluated to be against legislation.   

No deviations noted. 
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Control objective B (Technical meassures) 

 

Procedures and controls are complied with to ensure that the data processor has implemented tech-

nical measures to safeguard relevant security of processing.  

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

B1 Written procedures exist which in-

clude a requirement that safeguards 

agreed are established for the pro-

cessing of personal data in accord-

ance with the agreement with the 

data controller. 

 

Assessments are made on a regular 

basis – and at least once a year – as 

to whether the procedures should be 

updated. 

Checked by way of inspection that 

formalized procedures exist to en-

sure establishment of the safeguards 

agreed. 

 

Checked by way of inspection that 

procedures are up to date. 

 

Checked by way of inspection of a 

sample of data processing agree-

ments that the safeguards agreed 

have been established. 

No deviations noted. 

B2 The data processor has performed a 

risk assessment and, based on this, 

implemented the technical measures 

considered relevant to achieve an 

appropriate level of security, includ-

ing establishment of the safeguards 

agreed with the data controller.  

Checked by way of inspection that 

formalized procedures are in place to 

ensure that the data processor per-

forms a risk assessment to achieve 

an appropriate level of security. 

 

Checked by way of inspection that 

the risk assessment performed is up 

to date and comprises the current 

processing of personal data. 

 

Checked by way of inspection that 

the data processor has implemented 

the technical measures ensuring an 

appropriate level of security con-

sistent with the risk assessment. 

 

Checked by way of inspection that 

the data processor has implemented 

the safeguards agreed with the data 

controller. 

No deviations noted. 

B3 For the systems and databases used 

in the processing of personal data, 

antivirus software has been installed 

that is updated on a regular basis.  

Checked by way of inspection that, 

for the systems and databases used 

in the processing of personal data, 

antivirus software has been installed.  

 

Checked by way of inspection that 

antivirus software is up to date. 

No deviations noted. 

B4 External access to systems and data-

bases used in the processing of per-

sonal data takes place through a se-

cured firewall.  

Checked by way of inspection that 

external access to systems and data-

bases used in the processing of per-

sonal data takes place only through a 

secured firewall.  

 

Checked by way of inspection that 

the firewall has been configured in 

accordance with the relevant inter-

nal policy. 

No deviations noted. 
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Control objective B (Technical meassures) 

 

Procedures and controls are complied with to ensure that the data processor has implemented tech-

nical measures to safeguard relevant security of processing.  

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

B5 Internal networks have been seg-

mented to ensure restricted access 

to systems and databases used in the 

processing of personal data. 

Inquired whether internal networks 

have been segmented to ensure re-

stricted access to systems and data-

bases used in the processing of per-

sonal data. 

 

Inspected network diagrams and 

other network documentation to en-

sure appropriate segmentation. 

No deviations noted. 

B6 Access to personal data is isolated to 

users with a work-related need for 

such access. 

Checked by way of inspection that 

formalized procedures are in place 

for restricting users’ access to per-

sonal data. 

 

Checked by way of inspection that 

formalized procedures are in place 

for following up on users’ access to 

personal data being consistent with 

their work-related need. 

 

Checked by way of inspection that 

the technical measures agreed sup-

port retaining the restriction in users’ 

work-related access to personal 

data. 

 

Checked by way of inspection of a 

sample of users’ access to systems 

and databases that such access is re-

stricted to the employees’ work-re-

lated need. 

No deviations noted. 

B7 For the systems and databases used 

in the processing of personal data, 

system monitoring has been estab-

lished with an alarm feature.  

Checked by way of inspection that, 

for systems and databases used in 

the processing of personal data, sys-

tem monitoring has been established 

with an alarm feature. 

No deviations noted. 

B8 Effective encryption is applied when 

transmitting confidential and sensi-

tive personal data through the inter-

net or by email.  

Checked by way of inspection that 

formalized procedures are in place to 

ensure that transmissions of sensi-

tive and confidential data through 

the internet are protected by power-

ful encryption based on a recognised 

algorithm.  

 

Checked by way of inspection that 

encryption is applied when transmit-

ting confidential and sensitive per-

sonal data through the internet or by 

email. 

No deviations noted. 
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13 

 

Control objective B (Technical meassures) 

 

Procedures and controls are complied with to ensure that the data processor has implemented tech-

nical measures to safeguard relevant security of processing.  

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

B9 Logging has been established in sys-

tems, databases and networks. For 

example: activities performed by ad-

ministrators, security events such as 

changes in log settings, disabling log-

ging, changes in user rights, failed 

login attempts. 

 

Logdata are protected against ma-

nipulation and technical errors and 

are reviewed regularly. 

Checked by way of inspection that 

formalized procedures exist for set-

ting up logging of user activities in 

systems, databases or networks that 

are used to process and transmit 

personal data, including review of 

and follow-up on logs. 

 

Checked by way of inspection that 

logging of user activities in systems, 

databases or networks that are used 

to process or transmit personal data 

has been configured and activated.  

 

Checked by way of inspection that 

user activity data collected in logs 

are protected against manipulation 

or deletion. 

No deviations noted. 

B10 Personal data used for development, 

testing or similar activity are always 

in pseudonymized or anonymized 

form. Such use only takes place to 

accomplish the data controller's pur-

pose according to agreement and on 

the data controller’s behalf.  

Checked by way of inspection that 

formalized procedures exist for using 

personal data for development, test-

ing or similar activity to ensure that 

such use only takes place in pseu-

donymized or anonymized form. 

No deviations noted. 

B11 The technical measures established 

are tested on a regular basis in vul-

nerability scans and penetration 

tests. 

Checked by way of inspection that 

formalized procedures exist for regu-

larly testing technical measures, in-

cluding for performing vulnerability 

scans and penetration tests.  

 

Checked by way of inspection of 

samples that documentation exists 

regarding regular testing of the tech-

nical measures established. 

No deviations noted. 

B12 Changes to systems, databases or 

networks are made consistently with 

procedures established that ensure 

maintenance using relevant updates 

and patches, including security 

patches.  

Checked by way of inspection that 

formalized procedures exist for han-

dling changes to systems, databases 

or networks, including handling of 

relevant updates, patches and secu-

rity patches.  

 

Checked by way of inspection of ex-

tracts from technical security param-

eters and setups that systems, data-

bases or networks have been up-

dated using agreed changes and rele-

vant updates, patches and security 

patches. 

We have identified through 

sample testing that some de-

vices are still running Windows 

10, which is no longer being up-

dated. These devices will there-

fore not receive future security 

or software updates and may 

consequently be exposed to 

known vulnerabilities. 

 

No further deviations noted. 
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14 

 

Control objective B (Technical meassures) 

 

Procedures and controls are complied with to ensure that the data processor has implemented tech-

nical measures to safeguard relevant security of processing.  

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

B13 A formalized procedure is in place for 

granting and removing users’ access 

to personal data. Users’ access is re-

considered on a regular basis, includ-

ing the continued justification of 

rights by a work-related need. 

Checked by way of inspection that 

formalized procedures exist for 

granting and removing users’ access 

to systems and databases using to 

process personal data. 

 

Checked by way of inspection of a 

sample of employees’ access to sys-

tems and databases that the user ac-

cesses granted have been authorized 

and that a work-related need exists. 

 

Checked by way of inspection that 

documentation exists that user ac-

cesses granted are evaluated and au-

thorized on a regular basis – and at 

least once a year. 

No deviations noted. 

B14 Systems and databases processing 

personal data that involve a high risk 

for the data subjects are accessed as 

a minimum by using two-factor au-

thentication. 

Checked by way of inspection that 

formalized procedures exist to en-

sure that two-factor authentication 

is applied in the processing of per-

sonal data that involves a high risk 

for the data subjects. 

 

Checked by way of inspection that 

users’ access to processing personal 

data that involve a high risk for the 

data subjects may only take place by 

using two-factor authentication. 

No deviations noted. 

B15 Physical access safeguards have been 

established so as to only permit 

physical access by authorized per-

sons to premises and data centers at 

which personal data are stored and 

processed. 

Checked by way of inspection that 

formalized procedures exist to en-

sure that only authorized persons 

can gain physical access to premises 

and data centers at which personal 

data are stored and processed. 

 

Checked by way of inspection of doc-

umentation that, throughout the as-

surance period, only authorized per-

sons have had physical access to 

premises and data centers at which 

personal data are stored and pro-

cessed. 

No deviations noted. 
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15 

 

Control objective C (Organisational meassures) 

 

Procedures and controls are complied with to ensure that the data processor has implemented organi-

zational measures to safeguard relevant security of processing.   

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

C1 Management of the data processor 

has approved a written information 

security policy that has been commu-

nicated to all relevant stakeholders, 

including the data processor’s em-

ployees. The IT security policy is 

based on the risk assessment per-

formed.  

 

Assessments are made on a regular 

basis – and at least once a year – as 

to whether the IT security policy 

should be updated. 

Checked by way of inspection that an 

information security policy exists 

that Management has considered 

and approved within the past year. 

 

Checked by way of inspection of doc-

umentation that the information se-

curity policy has been communicated 

to relevant stakeholders, including 

the data processor’s employees.  

No deviations noted. 

C2 Management of the data processor 

has checked that the information se-

curity policy does not conflict with 

data processing agreements entered 

into. 

Inspected documentation of Man-

agement’s assessment that the infor-

mation security policy generally 

meets the requirements for safe-

guards and the security of processing 

in the data processing agreements 

entered into. 

 

Checked by way of inspection of a 

sample of data processing agree-

ments that the requirements in 

these agreements are covered by the 

requirements of the information se-

curity policy for safeguards and secu-

rity of processing. 

No deviations noted. 

C3 A check is carried out on the data 

processor's employees in connection 

with employment. The check in-

cludes, to the extent relevant: Refer-

ences from previous employment, 

criminal records, diplomas, etc. 

Inspected that there are formalized 

procedures that ensure verification 

of the data processor's employees in 

connection with employment. 

 

Inspected via random sampling of 

data processor agreements, that the 

requirements for verification of em-

ployees in the agreements are cov-

ered by the data processor's verifica-

tion procedures. 

No deviations noted. 

C4 Upon employment, employees sign a 

confidentiality agreement. In addi-

tion, the employees are introduced 

to the information security policy 

and procedures for data processing 

as well as any other relevant infor-

mation regarding the employees’ 

processing of personal data. 

Inspected that formalized proce-

dures are in place to ensure that em-

ployees, upon employment, sign a 

confidentiality agreement and are in-

troduced to the information security 

policy and procedures relating to 

data processing. 

No deviations noted. 
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16 

 

Control objective C (Organisational meassures) 

 

Procedures and controls are complied with to ensure that the data processor has implemented organi-

zational measures to safeguard relevant security of processing.   

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

C5 For resignations or dismissals, the 

data processor has implemented a 

process to ensure that users’ rights 

are deactivated or terminated, in-

cluding that assets are returned. 

Inspected procedures ensuring that 

resigned or dismissed employees’ 

rights are deactivated or terminated 

upon resignation or dismissal and 

that assets such as access cards, 

computers, mobile phones, etc. are 

returned. 

No deviations noted. 

C6 Upon resignation or dismissal, em-

ployees are informed that the confi-

dentiality agreement signed remains 

valid and that they are subject to a 

general duty of confidentiality in re-

lation to the processing of personal 

data performed by the data proces-

sor for the data controllers.  

Checked by way of inspection that 

formalized procedures exist to en-

sure that resigned or dismissed em-

ployees are made aware of the con-

tinued validity of the confidentiality 

agreement and the general duty of 

confidentiality. 

No deviations noted. 

C7 Awareness training is provided to the 

data processor’s employees on a reg-

ular basis with respect to general IT 

security and security of processing 

related to personal data.  

Checked by way of inspection that 

the data processor provides aware-

ness training to the employees cov-

ering general IT security and security 

of processing related to personal 

data. 

 

Inspected documentation that all 

employees who have either access to 

or process personal data have com-

pleted the awareness training pro-

vided. 

No deviations noted. 
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17 

 

Control objective D (Deletion and returning data) 

 

Procedures and controls are complied with to ensure that personal data can be deleted or returned if 

arrangements are made with the data controller to this effect. 

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

D1 Written procedures exist which in-

clude a requirement that personal 

data must be stored and deleted in 

accordance with the agreement with 

the data controller. 

 

Assessments are made on a regular 

basis – and at least once a year – as 

to whether the procedures should be 

updated. 

Checked by way of inspection that 

formalized procedures are in place 

for storing and deleting personal 

data in accordance with the agree-

ment with the data controller. 

 

Checked by way of inspection that 

the procedures are up to date.  

No deviations noted. 

D2 The following specific requirements 

have been agreed for the data pro-

cessor's retention periods and dele-

tion routines: 

 

[insert description of concrete condi-

tions] 

Checked by way of inspection that 

the existing procedures for storage 

and deletion include specific require-

ments for the data processor’s stor-

age periods and deletion routines. 

 

Checked by way of inspection of a 

sample of data processing sessions 

from the data processor’s list of pro-

cessing activities that documentation 

exists that personal data are stored 

in accordance with the agreed stor-

age periods. 

 

Checked by way of inspection of a 

sample of data processing sessions 

from the data processor’s list of pro-

cessing activities that documentation 

exists that personal data are deleted 

in accordance with the agreed dele-

tion routines. 

No deviations noted. 

D3 Upon termination of processing of 

personal data for the data controller, 

data is, in accordance with the agree-

ment with the data controller: Re-

turned to the data controller and/or 

deleted, where this does not conflict 

with other legislation. 

Checked by way of inspection that 

formalized procedures are in place 

for processing the data controller’s 

data upon termination of the pro-

cessing of personal data. 

No deviations noted. 
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18 

 

Control objective E (Storing of personal data) 

 

Procedures and controls are complied with to ensure that the data processor will only store personal 

data in accordance with the agreement with the data controller. 

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

E1 Written procedures exist which in-

clude a requirement that personal 

data must only be stored in accord-

ance with the agreement with the 

data controller. 

 

Assessments are made on a regular 

basis – and at least once a year – as 

to whether the procedures should be 

updated. 

Checked by way of inspection that 

formalized procedures exist for only 

storing and processing personal data 

in accordance with the data pro-

cessing agreements. 

 

Checked by way of inspection that 

the procedures are up to date. 

 

Checked by way of inspection of a 

sample of data processing sessions 

from the data processor’s list of pro-

cessing activities that documentation 

exists that data processing takes 

place in accordance with the data 

processing agreement. 

No deviations noted. 

E2 Data processing and storage by the 

data processor must only take place 

in the localities, countries or regions 

approved by the data controller.  

Checked by way of inspection that 

the data processor has a complete 

and updated list of processing activi-

ties stating localities, countries or re-

gions. 

 

Checked by way of inspection of a 

sample of data processing sessions 

from the data processor’s list of pro-

cessing activities that documentation 

exists that the processing of data, in-

cluding the storage of personal data, 

takes place only in the localities 

stated in the data processing agree-

ment – or otherwise as approved by 

the data controller. 

No deviations noted. 

    

  
Pe

nn
eo

 d
ok

um
en

tn
øg

le
: D

YP
H

N
-B

JE
W

Y-
65

46
G

-2
D

M
5T

-7
1F

Y5
-P

TA
U

H



inforevision •:: .. 
En del al Ced� •=••

   
 
 
   

19 

 

Control objective F (Sub-data-processors) 

 

Procedures and controls are complied with to ensure that only approved sub-data processors are used 

and that, when following up on such processors' technical and organisational measures to protect the 

rights of data subjects and the processing of personal data, the data processor ensures adequate secu-

rity of processing. 

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

F1 Written procedures exist which in-

clude requirements for the data pro-

cessor when using sub-data proces-

sors, including requirements for sub-

data processing agreements and in-

structions.  

 

Assessments are made on a regular 

basis – and at least once a year – as 

to whether the procedures should be 

updated. 

Checked by way of inspection that 

formalized procedures are in place 

for using sub-data processors, includ-

ing requirements for sub-data pro-

cessing agreements and instructions.  

 

Checked by way of inspection that 

procedures are up to date.  

No deviations noted. 

F2 The data processor only uses sub-

data processors to process personal 

data that have been specifically or 

generally approved by the data con-

troller.  

Checked by way of inspection that 

the data processor has a complete 

and updated list of sub-data proces-

sors used.  

 

Checked by way of inspection of a 

sample of sub-data processors from 

the data processor’s list of sub-data 

processors that documentation ex-

ists that the processing of data by 

the sub-data processor is stated in 

the data processing agreements – or 

otherwise as approved by the data 

controller. 

No deviations noted. 

F3 When changing the generally ap-

proved sub-data processors used, 

the data controller is informed in 

time to enable such controller to 

raise objections and/or withdraw 

personal data from the data proces-

sor. When changing the specially ap-

proved sub-data processors used, 

this has been approved by the data 

controller. 

Checked by way of inspection that 

formalized procedures are in place 

for informing the data controller 

when changing the sub-data proces-

sors used. 

No deviations noted. 

F4 The data processor has subjected the 

sub-data processor to the same data 

protection obligations as those pro-

vided in the data processing agree-

ment or similar document with the 

data controller. 

Checked by way of inspection for ex-

istence of signed sub-data processing 

agreements with sub-data proces-

sors used, which are stated on the 

data processor’s list.  

 

Checked by way of inspection of a 

sample of sub-data processing agree-

ments that they include the same re-

quirements and obligations as are 

stipulated in the data processing 

agreements between the data con-

trollers and the data processor. 

No deviations noted. 
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Control objective F (Sub-data-processors) 

 

Procedures and controls are complied with to ensure that only approved sub-data processors are used 

and that, when following up on such processors' technical and organisational measures to protect the 

rights of data subjects and the processing of personal data, the data processor ensures adequate secu-

rity of processing. 

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

F5 The data processor has an overview 

of approved sub-processors with an 

indication of: Name, CVR no., Ad-

dress, description of the processing. 

Checked by way of inspection that 

the data processor has a complete 

and updated list of sub-data proces-

sors used and approved. 

 

Checked by way of inspection that, 

as a minimum, the list includes the 

required details about each sub-data 

processor. 

No deviations noted. 

F6 Based on an updated risk assessment 

of each sub-data processor and the 

activity taking place at such proces-

sor, the data processor regularly fol-

lows up thereon through meetings, 

inspections, reviews of auditor's re-

ports or similar activity. The data 

controller is informed of the follow-

up performed at the sub-data pro-

cessor.  

Checked by way of inspection that 

formalized procedures are in place 

for following up on processing activi-

ties at sub-data processors and com-

pliance with the sub-data processing 

agreements. 

 

Checked by way of inspection of doc-

umentation that each sub-data pro-

cessor and the current processing ac-

tivity at such processor are subjected 

to risk assessment. 

No deviations noted. 
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Control objective G (Transfer to third countries) 

 

Procedures and controls are complied with to ensure that the data processor will only transfer personal 

data to third countries or international organisations in accordance with the agreement with the data 

controller by using a valid basis of transfer. 

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

G1 Written procedures exist which in-

clude a requirement that the data 

processor must only transfer per-

sonal data to third countries or inter-

national organizations in accordance 

with the agreement with the data 

controller by using a valid basis of 

transfer. 

 

Assessments are made on a regular 

basis – and at least once a year – as 

to whether the procedures should be 

updated. 

Checked by way of inspection that 

formalized procedures exist to en-

sure that personal data are only 

transferred to third countries or in-

ternational organizations in accord-

ance with the agreement with the 

data controller by using a valid basis 

of transfer. 

 

Checked by way of inspection that 

procedures are up to date. 

We have been informed that for 

some customer solutions there 

are no agreements that the 

company may transfer data to 

third countries. 

 

No deviations noted. 

G2 The data processor must only trans-

fer personal data to third countries 

or international organizations ac-

cording to instructions by the data 

controller.  

Checked by way of inspection that 

the data processor has a complete 

and updated list of transfers of per-

sonal data to third countries or inter-

national organizations. 

We have been informed that for 

some customer solutions there 

are no agreements that the 

company may transfer data to 

third countries. 

 

No deviations noted. 

G3 As part of the transfer of personal 

data to third countries or interna-

tional organizations, the data proces-

sor assessed and documented the 

existence of a valid basis of transfer. 

Checked by way of inspection that 

formalized procedures are in place 

for ensuring a valid basis of transfer. 

 

Checked by way of inspection that 

procedures are up to date. 

We have been informed that for 

some customer solutions there 

are no agreements that the 

company may transfer data to 

third countries. 

 

No deviations noted. 
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Control objective H (Data subject rights) 

 

Procedures and controls are complied with to ensure that the data processor can assist the data con-

troller in handing out, correcting, deleting or restricting information on the processing of personal data 

to the data subject.  

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

H1 Written procedures exist which in-

clude a requirement that the data 

processor must assist the data con-

troller in relation to the rights of data 

subjects.  

 

Assessments are made on a regular 

basis – and at least once a year – as 

to whether the procedures should be 

updated. 

Checked by way of inspection that 

formalized procedures are in place 

for the data processor’s assistance to 

the data controller in relation to the 

rights of data subjects.  

 

Checked by way of inspection that 

procedures are up to date. 

No deviations noted. 

H2 The data processor has established 

procedures in so far as this was 

agreed that enable timely assistance 

to the data controller in handing out, 

correcting, deleting or restricting or 

providing information about the pro-

cessing of personal data to data sub-

jects. 

Inspected that the available proce-

dures for assistance to the data con-

troller contain detailed procedures 

for: Disclosure of information, Cor-

rection of information, Deletion of 

information, Limitation of processing 

of personal data, Information about 

processing of personal data to the 

data subject. 

 

Inspected documentation that the 

systems and databases used support 

the implementation of the detailed 

procedures mentioned. 

No deviations noted. 
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23 

 

Control objective I (Security breaches) 

 

Procedures and controls are complied with to ensure that any personal data breaches may be re-

sponded to in accordance with the data processing agreement entered into. 

No. Fortes Nordic A/S’s control activity Auditors test activity Result of auditors test 

I1 Written procedures exist which in-

clude a requirement that the data 

processor must inform the data con-

trollers in the event of any personal 

data breaches.  

 

Assessments are made on a regular 

basis – and at least once a year – as 

to whether the procedures should be 

updated. 

Checked by way of inspection that 

formalized procedures are in place 

which include a requirement to in-

form the data controllers in the 

event of any personal data breaches. 

 

Checked by way of inspection that 

procedures are up to date. 

No deviations noted. 

I2 The data processor has established 

the following controls for the identi-

fication of possible breaches of per-

sonal data security: Awareness 

among employees, monitoring of 

network traffic, follow-up on logging 

of access to personal data. 

Checked by way of inspection that 

the data processor provides aware-

ness training to the employees in 

identifying any personal data 

breaches. 

 

Checked by way of inspection of doc-

umentation that network traffic is 

monitored and that anomalies, moni-

toring alarms, large file transfers, etc. 

are followed up on. 

No deviations noted. 

I3 If any personal data breach occurred, 

the data processor informed the data 

controller without undue delay and 

no later than 72 hours after having 

become aware of such personal data 

breach at the data processor or a 

sub-data processor. 

Checked by way of inspection that 

the data processor has a list of secu-

rity incidents disclosing whether the 

individual incidents involved a per-

sonal data breach. 

No deviations noted. 

I4 The data processor has established 

procedures for assistance to the data 

controller in the latter's notification 

to the Danish Data Protection Au-

thority and takes into account the 

following important elements: The 

nature of the breach, probable con-

sequences of the breach and 

measures taken or proposed to be 

taken to deal with the breach. 

Inspected that the available proce-

dures for notifying the data control-

lers in the event of a breach of per-

sonal data security contain detailed 

procedures for descriptions of: The 

nature of the breach, likely conse-

quences of the breach and measures 

taken or proposed to be taken to 

deal with the breach. 

 

Inspected documentation that the 

existing procedures support that 

measures are taken to handle the 

breach of personal data security. 

No deviations noted. 
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